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I. PURPOSE: 

  

A. Subsidiaries and affiliated corporations of Northwestern Memorial HealthCare (collectively referred to in this policy as 

NMHC), are required to ensure that all patient, employee, and hospital information is kept confidential and secure at all 

times. 

B. This policy identifies responsibilities of all persons affected by this policy and establishes minimum behavioral 

expectations for the protection of patient health information, human resources, payroll, fiscal, research, proprietary business 

and other management information (collectively referred to as Confidential Information) during its collection, Use, Disclosure, 

storage and destruction. 

  

II. POLICY STATEMENT: 

  

A. NMHC is committed to the protection of NMHC Confidential Information to the fullest extent while at the same time 

maximizing the efficiency of healthcare and business operations. This global privacy policy shall govern the management of 

Confidential Information by NMHC employees, local-entity medical staff, volunteers, vendors, students, residents and 

associated entities that support the clinical and business practices of NMHC. 

B. The guidelines outlined in this policy establish a minimum set of standards for the management of Confidential 

Information and represent the obligations we have to our patients involving access, use and electronic communication of 

Confidential Information.



managing assigned system user IDs and passwords and special care and good judgment in all verbal communications, 

particularly in public places such as elevators, cafeteria, etc. Confidential Information shall be protected during its collection, 

Use, storage and destruction within NMHC at all times and applies to information obtained through verbal, written and 

electronic means. Improper Access, Use, or Disclosure of Confidential Information – whether intentional, accidental or 

involuntary -- will result in investigation. Violation of this policy may be cause for immediate termination of access to further 

data and immediate termination of access to further data and immediate termination of employment or contract. 

  

III. PERSONS AFFECTED: 

  

All NMHC employees, members of each hospital entity’s medical staff, house staff , students, agency personnel, volunteers 

and contract vendors and external construction personnel of NMHC who 





b. Public Health Activities: PHI may be Used or Disclosed to a public health authority authorized by law to collect a) reports 

of child abuse or neglect b) information for the purpose of preventing or controlling disease, injury or disability c) information 

related to vital events including adverse events or d) information to support public health surveillance, investigations or 

interventions. 

c. Public Health Related to Abuse or Neglect Victims: Information about an individual believed to be a victim of abuse, 

neglect, or domestic violence may be disclosed to a governmental authority authorized to receive such reports if the 

individual agrees or if NMHC employees or other persons affected by this policy as outlined in Section III below believe that 

the information is necessary to prevent serious physical harm. The individual whose information has been released must be 

promptly informed that the report was made unless doing so would place the individual at risk of serious harm. 

d. Serious Threats to Health or Safety: PHI may be used or disclosed if NMHC employees or other persons affected by this 

policy as outlined in Section III below believe that sharing the information is necessary to prevent or lessen a serious threat 

to a person or the general public. This type of information must be shared with someone reasonably able to prevent or 

lessen the threat. 

e. Specialized Government Functions: PHI may be disclosed to authorized federal officials for the conduct of lawful 

intelligence, counter intelligence, and other activities authorized by the National Security Act. In addition, this information 



treatment provided to NMF when conducting fundraising. The use of PHI other than described above requires prior written 

patient Authorization to use his/her information for fundraising purposes. (See Appendix D.) 

  

D. METHODS OF COMMUNICATING PATIENT INFORMATION 

1. Internal Communication: Verbal communication should be limited to the Minimum Necessary information to meet the 

intended purpose, conducted with care, and only to those with a legitimate Need to Know. Extreme care should be taken 

when verbally discussing PHI in public places such as the cafeteria, elevators, lobby, etc. Special discretion should also be 

exercised when communicating information via voice mail or leaving messages on answering machines. 

2. Verbal Communication: All verbal communication of PHI external to NMHC should only be conducted in emergent 

circumstances. When verbal release of PHI is necessitated, it must be done on a call back basis or with the use of an 

information access code, using the Minimum Necessary information to meet the intended purpose and only to those with a 

legitimate Need to Know. 

3. Media Communication: All questions from the news media or other outside sources regarding patient information should 

be directed to an entity-specific spokesperson in the Public Relations Department. If an employee receives a request that 

appears questionable, he/she should immediately report the request to his/her supervisor or manager, who should then 

contact the entity-specific spokesperson in the Public Relations Department. 

4. Electronic Communication: It is recogn



2. Disposal of Confidential Information - Material that contains PHI or NMHC Confidential Information (any information that, if 

released prematurely or at all, could cause harm to NMHC) shall be disposed of in a manner that will ensure this information’

s confidentiality. General guidelines on proper disposal are below: 

a. All destruction/disposal of PHI media will be done in accordance with federal and state law and pursuant to NMHC ’s 

records management policy (01.0003 ADM). Records that have satisfied the period of retention will be destroyed/disposed 

of in an appropriate manner. (Refer to NMHC Comprehensive IT Security Policy). 

b. PHI must be personally shredded, placed in a designated locked shredding container, or disposed of using a method that 

ensures the patient information cannot be recovered or reconstructed. Appropriate methods for destroying/disposing of 

media are listed below. 

i. Audiotapes: Methods for destroying/disposing of audiotapes include erasing, recycling (tape over) or destroying it 

completely. 

ii. Computerized Data/Hard Disk Drives: Methods of destruction/disposal should erase data permanently and irreversibly. 

iii. Computer Diskettes/CDs, DVDs: Methods for destroying/disposing of diskettes include reformatting, destroying, 

demagnetizing, or placing in locked shredding container. 



Electronic Medical Record are also required to abide by the NMHC Privacy and Confidentiality Policy and sign 

Confidentiality Agreements at the time of initial contract and/or before any access to NMHC Confidential Information would 

occur (Appendix H)_. 

2. Reporting Breaches of Security, Privacy, or Confidentiality: It is every employee’s and business associate’s responsibility 

to report suspected or known breaches of security, privacy or confidentiality. Prompt, accurate and thorough disclosure of 

these occurrences is not only an expectation of employees but is an obligation and a requirement of any employed position. 

Below are the two methods by which a breach of security, privacy, or confidentiality may be reported: 

a. An individual may report a breach of security, privacy, or confidentiality by contacting and reporting full details to his/her 

immediate manager in accordance with the NMHC Corporate Compliance & Integrity Reporting Wrongdoing, 

Responsibilities and Protections Policy (ADM 1.0020). If the individual is uncomfortable talking to his/her manager or does 

not receive a satisfactory response from his/her manager, then the individual should talk to his/her manager’s manager or 

may contact the entity-specific 

NMHC Privacy Executive. If the individual is uncomfortable with any of these methods, the next step is to talk to the Office of 

Corporate Compliance & Integrity. 

b. To anonymously report a suspected or known breach in security, privacy, or confidentially at any time, an individual may 

contact the Office of Corporate Compliance & Integrity 

3. Sanctions for Breach of Security, Privacy or Confidentiality: When a breach of security, privacy or confidentiality is 

identified, disciplinary action may be required. Disciplinary actions should be applied in a supportive and corrective manner. 

In most cases, the application of disciplinary action should be directed towards improving employee performance and 

behavior, rather than punishing the employee. However, violations will be reviewed on an individual basis and discipline will  

be rendered accordingly, up to and including termination. Disciplinary action will be in accordance with entity-specific “Rules 

for Personal Conduct,” or entity-specific Medical Staff bylaws. 

4. Leadership from the applicable department and Human Resources should be consulted on the type of sanction(s) to be 

applied. 

  

G. PATIENT RIGHTS: PROTECTED HEALTH INFORMATION 

1. All patients have the right to access, review, and copy, amend or restrict access to their PHI as per the Guidelines set in 

Appendix G, Patient Rights: Protected Health Information (PHI) Policy. 

2. If a patient believes information in his or her medical record is incomplete or incorrect, the patient may request an 

amendment to the information as outlined in Appendix G. Medical record information shall never be deleted. 

3. Patients also have the right to an accounting of PHI disclosures made without their Authorization or which were not for 

NMHC’s purposes of Treatment, Payment or Operations. 

  

V. DEFINITIONS: 

  

Refer to Appendix A 

  

VI. POLICY UPDATE SCHEDULE: 

  

Every five years or more often as appropriate 

  

VII. REGULATORY REFERENCES: 

  







own. There also may be occasions in which a parent or guardian acting on behalf of the minor has agreed to confidentiality 

between NMHC and the minor. 

O. Privacy Executive: The Privacy Executive is responsible for defining, recommending, implementing and monitoring the 

privacy program at NMHC. 

P. Protected Health Information (PHI): Individually identifiable health information is any health information, including 







  

This facsimile transmission is intended for the use of the individual to whom it is addressed and may contain health 

information that is privileged and confidential. Any unauthorized use, disclosure, distribution, dissemination, copying or 

retransmission of this communication by anyone other than the intended recipient is strictly prohibited. The authorized 

recipient of this information is prohibited from disclosing this information to any other party unless required to do so by law or 

regulation and is required to destroy the information after its slated need has been fulfilled. If you have received this 

transmission in error, please contact us immediately and we will arrange for its return at our expense. Thank you. 

  

APPENDIX D: USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION (PHI) FOR FUNDRAISING 

ACTIVITIES 

  

I. GUIDELINES: 

A. The following patient information CAN be used for fundraising without patient authorization: 

1. Name 

2. Address 

3. Other contact information (i.e. email address, phone number) 

4. Date of service 

B. The following information CANNOT be used without patient authorization: 

1. Patient’s diagnosis 

2. Nature of services 

3. Treatment 

4. Place within hospital where patient receives treatment that specifically identifies that treatment, such as: 

a. Department of Psychiatry 

b. Department of Obstetrics 

c. Department of Radiation Oncology 

C. Northwestern Memorial HealthCare may use or disclose to a Business Associate, or the Northwestern Memorial 

Foundation (NMF), the PHI listed in item A above. NMHC will obtain an Authorization from the patient to use or disclose PHI 



APPENDIX E: USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION (PHI) FOR MARKETING 

  

I. USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION (PHI) FOR MARKETING 

A. Using and Disclosing PHI for Marketing Purposes 

1. All departments must contact their entity-specific Marketing Department before engaging in any marketing activities 

including but not limited to paid advertising and the hiring of advertising/creative firms. Specifically, NMHC clinical and 

administrative departments and affiliates should seek style guidance from the NMH Marketing Department to ensure all 

desired marketing tactics and/or collateral materials are developed such that they meet the NMHC brand requirements. 

However, note they are not required to obtain final approval to embark upon and/or initiate marketing activities. 

2. NMHC does not disclose, use, sell or coerce an individual to consent to the disclosure, use, or sale of PHI for third party 

marketing purposes. 

3. NMHC does not disclose identifiable information from a patient’s medical record or financial/billing record to any non-

affiliated third party for use in telemarketing, direct mail marketing, or other marketing through electronic mail to the 

consumer. 

4. Certain activities, as described in Section B below, are not marketing as defined by HIPAA and do not require NMHC to 

obtain prior patient written authorization for the use or disclosure of PHI. 

B. Permissible Activities 

1. NMHC personnel may use and disclose PHI for these excepted activities without obtaining an authorization from the 

patient: 

a. Mail newsletters to patients that merely promote health in a general manner and do not promote a specific product or 

service from a particular provider; 

b. Provide information on health related products and services in a face-to-face encounter with the patient; 

c. Common healthcare communications, such as disease management, care coordination for the individual, wellness 

programs, prescription refill reminders and appointments notifications; 

d. Provide the patient with information on health care providers, settings of care, or alternative treatment options; 

e. Provide sample products to the patient; and 

f. Provide marketing communication involving promotional gifts of nominal value (i.e. calendars, key chains, pens, etc. that 

promotes a NMHC product or service). 

2. Examples where patient authorization is not required: 

a. Using a patient list to announce the arrival of a new facility location or the acquisition of new equipment through a general 

mailing or publication; 

b. A primary care physician referring an individual to a specialist for a follow-up test or providing free samples of a 

prescription drug to a patient; 

c. An endocrinologist sharing a patient’s medical record with several behavior management programs to determine which 

program best suits the ongoing needs of the individual patient. This communication is not ‘marketing’ as it is related to 

patient treatment; 

d. A social worker sharing medical record information with various nursing homes in the course of recommending that the 

patient be transferred from a hospital bed to a nursing home; 

e. Providing a free package of formula and other baby products to a new mother as they leave the maternity ward. 

C. Rules for Written Marketing Communications from NMHC 

1. If the marketing communication is not face-to-face but in written form, NMHC will make the determination prior to sending 

out the marketing communication that the product or service being marketed may be beneficial to the health of the patient. 

D. Business Associates and Marketing 



1. NMHC may use business associates to assist with its marketing activities; however as with any disclosure to a business 



3. NMHC will maintain the status of this activity and conduct audits to ensure compliance. Changes to departmental 

processes will be made, as needed. 

  

APPENDIX G: PATIENT RIGHTS: PROTECTED HEALTH INFORMATION (PHI) 

  

I. PROCEDURE: 

A. Access, Review and Photocopying of Records 

1. An individual has the right to make a written request for access, review or photocopying of their PHI in a designated 

record set. Use the Authorization for Release of Information Form to facilitate the request. Requests should be forwarded to 

the Health Information Management Department or appropriate outpatient department for processing. 

2. Requests shall be acted upon within 30 days if the PHI is stored on site or within 60 days if stored in an off-site facility. 

3. For access to psychiatric records, HIV test results, HIV/AIDS status, genetic tests and genetic counseling records, and 

substance abuse treatment, additional restrictions may apply. 

4. For access to records while a patient is being treated as an inpatient, contact Health Information Management. 

5. NMHC may deny access without providing an opportunity for review if the requested information consists of the following: 

a. Psychotherapy notes. 

b. Information compiled in anticipation of or use in a civil, criminal, or administration action or proceeding. 

c. PHI subject to the Clinical Laboratory Improvements Amendments (CLIA) of 1988. 

d. PHI exempt from CLIA, pursuant to 42 CFR 493.3(a)(2). 

6. NMHC also may deny access without providing an opportunity for review under the following situations: 

a. NMH is acting under the direction of a correctional institution and an inmate’s request to obtain PHI would jeopardize the 

individual, other inmates, or the safety of any officer, employee, or other person at the correctional institution, or personnel 

responsible for transporting the inmate. 

b. The individual agreed to temporary denial of access when consenting to participate in research that includes treatment 

and the research is not yet complete. 





a. To carry out treatment, payment and healthcare operations 

b. Of PHI made to themselves or made to others with their authorization 

c. For the hospital directory or to persons involved in the patient’s care or other notification purposes 

d. For national security or intelligence purposes 

e. To correctional institutions or other law enforcement custodial officials 

f. That occurred prior to the April 14, 2003 compliance date. 

2. The accounting request must be submitted in writing to the Health Information Management Department 

3. The accounting must include: 

a. The date of the disclosure 

b. The name of the entity or person to whom the PHI was disclosed and, if known, the address of such entity or person 

c. A brief description of the PHI disclosed 

d. A brief statement of the purpose of the disclosure. 

4. The accounting will be provided within 60 days of the request. If NMHC is unable to provide the accounting within 60 

days, NMHC will provide the patient with a written statement describing the delay and will have an additional 30 days to 

provide the accounting. 

5. The first accounting in any 12-month period will be provided without charge. Every subsequent accounting within the 

same 12-month period is subject to a reasonable, cost based fee. 

  

APPENDIX H: REQUESTING ACCESS TO ELECTRONIC MEDICAL RECORD (EMR) 

  

I. GENERAL PROCEDURE 

A. ELIGIBILITY: Access to electronic patient information will be granted to an individual on a Need to Know basis. Eligible 

Users must only access/view information that they have a legitimate Need to Know, regardless of the extent of access 

provided. Need to Know is information needed to provide and/or support quality patient care processes that are directed at 

the provision of health care to an individual or the past, present, or future payment for the provision of health care to an 

individual. These processes are defined by an individual’s professional responsibilities to the patient and the facility as noted 

below: 

1. NMHC Employees 

2. Volunteers, Students, Nursing, Allied Health 

3. Physicians (Attendings, Resident/House staff and Medical 3rd or 4th year Students) 

4. Non-NMHC Personnel (For Physician Staff support, Physicians must determine eligibility for their support staff) 

5. Patient Care Consultants 

6. Information System Consultants 

7. Regulatory Reviewers 

8. Vendors 

9. For individuals not listed above who do require access to meet specific job requirements 



The electronic medical record is defined as any form of patient information that is maintained electronically by an NMHC 

Clinical Information System Application (CIS). Individuals requesting Electronic Medical Record access need to have 

appropriate approval and documentation to ensure they have legitimate Need to Know. The form of approval and 

documentation vary based on the requester’s role. 

C. RESPONSIBILITIES 

1. It is the approvers’ responsibility to inform Information Services when the approved individual is terminated or moves to a 

role that does not have Need to Know. 

2. All individuals who access the Electronic Medical Record are required to abide by the NMHC Privacy and Confidentiality 

Policy and signed Confidentiality Agreements. 

 

 

I have read and agree to abide by the Privacy and Confidentiality Policy regarding the importance of maintaining 


